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IPS proactively blocks the attacking packets
! Hacker's attack cannot reach the destination Managed IPS by SOC
nternet

- Drop and Alert

- Silent Drop

External Threats
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MSSP/SOC for Managed IPS Service

SOC provide security monitoring service
Cell IPS supported by 3 party SIM Platform
from SOC

Customer Site
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Cell IPS-500
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Cell IPS-1000

Database of Cell NetsVision
[internal or external storage]

Cell NetsVision provides:

- Centralized Logging

- Scheduled Reporting

- Automatic Signature Update

Scalable Deployment:

- Manage multiple IPS device

- Support multiple security device

- Support multiple Cell iCMS in multiple sites
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i e Cell IPS-100
TREFFEH
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| e 1
*F'K" 19" 1U Rack-mount
% Intel based platform
HERE 4 FE Interfaces
2 FE Hardware bypass
EAE Serial console port
RS232 (DB9)
Fa":ﬁﬁﬁ% fﬁﬁﬂﬂ No
PJ@@%M 3 )ﬁ':‘:t Yes
N 430 x 44 x 369 mm
Fid! 45Kg
e Max 100Mbps
250,000 sessions

FrmfiE

Full-range ATX 250W

Cell IPS-200
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19" 1U Rack-mount
Intel based platform
4 FE Interfaces

2 FE Hardware bypass
Serial console port
RS232 (DB9)

No

Yes
430 x 44 x 369 mm
4.5 Kg

Max 200Mbps
350,000 sessions
Full-range ATX 250W

Cell IPS-500
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19" 1U Rack-mount
Intel based platform

4 GE Interfaces

2 GE Hardware bypass
Serial console port
RS232 (DB9)

No

Yes
430 x 44 x 369 mm
4.5 Kg

Max 500Mbps
500,000 sessions
Full-range ATX 250W

Cell IPS-710/710P* Cell IPS-1000P
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19" 2U Rack-mount
Intel based platform

4 GE, 4 optional SFP

2 GE Hardware bypass
Serial console port
RS232 (DB9)

19" 1U Rack-mount
Intel based platform

4 GE Interfaces

2 GE Hardware bypass
Serial console port
RS232 (DB9)

No for 710 Dual power/system fan
Dual power/system fan  Optional RAID HDD
for 710P

Yes Yes

430 x 44 x 369 mm 430 x 88 x 515 mm
4.5 Kg 18 kg

Max 800Mbps Max 1Gbps

800,000 sessions
Full-range ATX 250W

1,000,000 sessions
1+1 Redundant
500W Each

ﬁ‘ %’Eﬁ 90-264VAC, 47/63 Hz 90-264VAC, 47/63 Hz 90-264VAC, 47/63 Hz 90-264VAC, 47/63 Hz 100-240 VAC, 50/60 Hz
B 0 to 40 degree 0 to 40 degree 0 to 40 degree 0 to 40 degree 0 to 40 degree
(e 5-85%@40C 5-85%@40C 5-85%@40C 5-85%@40C 5-85%@40C
ﬁ'ﬁ"lﬁi? FCC, CE, RoHS FCC, CE, RoHS FCC, CE, RoHS FCC, CE, RoHS FCC, CE, RoHS
* separate spec/limited ordering
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o Cell CRIiOS (Custom Real-time Intelligent OS) e Cell JConsole (via Java-based GUI) e Built-in database - backup, purge and restore
e Cell IPPE (Intelligent Packet Processing Engine) e System diagnostic (via serial console port) e External open source database via Cell NetsVision
e System status (via LCD at front panel) e Support policy backup or external data storage
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Checkpomt NetScreen and Cisco PIX
AERA = NAT

e Standard stateful firewall inspection
e Block attacks with other modules
e Network/Port address translation

o Stateful pattern matching (signature detection)
e HTTP protocol flow analyzer

e  Multi-rule search by protocol, generic

content, packet anomaly, protocol

anomaly, traffic anomaly and keywords
Real-time TCP sessions and packet loggings
TCP segment reassembler

Support 802.1q VLAN detection

IP fragmentation

SYN flooding

Build in reporting and analysis tools
Bandwidth reporting
Export to PDF, Excel, HTML and others

SIM/SEM ¢

Snort SN P V. Trap

UDP syslog messages

Standard interface to third party of Security
Information Management (SIM) platform

HErii/KB R

3000 pre-defined signatures/KB
Manual, automatic or pre-schedule by Cell SSC

UDP and ICMP flooding control
Support IM and P2P detection
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e With Cell NetsVision iCMS-IPS platform

Aplot

English, Trad & Sim Chinese, Japanese, Korean

Cell NetsVision, Intelligent Cell Management System (iCMS) %J;Fﬁ

IPS Sensor F&3&

e Standalone or multiple IPS sensors support

e One IPS sensor support the logs to Cell iCMS-IPS
and SIM for resilience purpose

3-tier network deployment

Support multi-iCMS Commanders in a network
and managed by a single iCMS Manager

Support external storage system for data storage,
back up or external database

Cell IPS

Cell NetsVision -

Llnux |[J‘§F,ég
by JEJ%{ﬁ"m_fp“l“F“

Cell Technology /3%
Cell Technology A< H 175 H > Rl [

FUTE'F%‘? [aFJ I www cell-technology.net -

|

intelligent Cell Management System (iCMS) !
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